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VERSION AND CONTROL

Version 1.0. Sources checked on July 19, 2026. Criminal techniques and reporting channels change:
always check the official references.

Important Warning

This guide is an educational tool for prevention and family organization. It does not guarantee the
absence of fraud and does not replace law enforcement, bank, lawyer, security specialist, or
psychological support. It contains no methods to create deepfakes or bypass security systems.

If a person is in immediate danger, if you receive a credible threat or fear an actual kidnapping, call
112 or 113. If money or credentials have been moved, contact your bank or supplier immediately via
an official number that has already been verified. Don't use the number provided by the caller.

Copyright and License

Copyright © 2026 Blue Harbor Editions. All rights reserved. The buyer can print and fill in the forms for
their household. You may not resell, distribute, publish, or include substantial portions of the guide in
other products without written permission.
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The card to read first

IF THE REQUEST IS URGENT

Don't pay. Do not provide codes. Don't stay on the imposed channel. Close the conversation and
verify using a contact you already know.

- STOP: Stop the pressure. No legitimate emergency gets worse because it takes two minutes to verify.
- CHECK: Ask an agreed-upon question or use the secret word, but don't consider it a one-time test.

- CALL BACK: Contact the person, bank or institution from a saved number or from the official website
typed by you.

- CONFIRM: Involve a second family member before money, credentials, documents, or remote access.
- KEEP: screenshots, numbers, usernames, times, receipts, IBAN, URL, and action history.

- ACT: bank and account first; report or complaint immediately afterwards, depending on the case.

MOTHER RULE

Voice, face, caller number and profile no longer prove identity. The useful test is an independent
verification through a channel of your choice.
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How to use this guide

SCAM-PROOF FAMILY

The product does not ask you to become an Al expert. It helps you take away the three main levers
from scammers: urgency, isolation, and irreversible payment.

- Today: Fill out Emergency Card, Verified Contacts, and Payment Rules.

- This week: Choose a secret phrase, turn on MFA/passkey, and try a five-minute simulation.

- Within 30 days: Complete templates, reduce public information, and verify account recoveries.

- Every six months: repeat the simulation and update the bank, numbers, contact persons and devices.

- After every near-accident: Update the protocol without blaming the person who received the contact.
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Family microactivity
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Operational index

Scam-Proof Family

Important Warning PP
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The card to read first

How to use this guide

Operational index

UNDERSTANDING THE THREAT

1. Al scam doesn't attack technology: it attacks trust

The change in MENTAlITY ..o e e e aaas
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. Deepfakes, voice cloning, spoofing, and stolen accounts

A COMDINATION 1S STrONGEI ...ttt e et e e e
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. Anatomy of the scam in seven steps

4. Because eyes and ears are not enough

Use clues 0Ny t0 SIOW GOWN ...ouiiiiie e et e e e

5. The ten universal red signals

6. Family risk map

THE FAMILY PROTOCOL

7. FVR: Stop, Verify, Recall

8. Secret word: useful, but never alone

9. The network of verified contacts

10. Family rules for money and data

11. Protect email, chat, and account recovery

12. Reduce public material

13. Seniors: A One-Page Protocol
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14. Minors: ask for help without fear 24
15. The five-minute family simulation 25
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TEN REAL-WORLD SCENARIOS 26
16. The voice of the child or grandchild in an emergency 27
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17. Kidnapping or Medical Emergency Video Call 28
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19. Message: | have a new number 30
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20. Deepfake celebrities and miraculous investment 31
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21. False boss, customer or supplier 32
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22. Fake tech support and screen sharing 33
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WHEN IT HAPPENS 37
26. The first ten minutes 38
27. The first hour 39
28. Unauthorized payment and manipulated payment 40

L= L o T (o =Y 1AV PP PPPP PP 40
29. Preserving evidence without doing damage 41
30. Reporting and reporting in Italy 42
31. Take back control of your identity 43
32. After the accident: no shame, more system 44
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15 READY TEMPLATES 45
FVR Emergency Card 46
Family Security Agreement a7
Secret Phrase Log a8
Map of verified contacts 49
Payment rules 50
Family risk assessment 51
Checklist account critici 52
Suspicious call log 53
Timeline of the incident 54
Bank Operation Sheet 55
Inventory of evidence 56
Removal request to the platform 57
Summary for complaint or lawsuit 58
Card for minors and seniors 59
30-day adoption plan 60
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30-day plan — continued 61
Final checklist: Is the family ready? 62
Frequently Asked Questions 63
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Official sources and updates 64
Adoption Declaration 65

Chapters and templates are also available as PDF bookmarks.
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